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Start of change
5.4.5.2
Establishment of secure layer-2 link over PC5

Depicted in figure 5.4.5.2-1 is the procedure for establishment of secure layer-2 link over PC5.

UEs engaged in isolated (non-relay) one to one communication negotiate IP address allocation mechanisms and optionally exchange link-local IPv6 addresses if needed during the link establishment procedure.
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UE  -  1   UE  -  2  

1  .    Direct Communication Request  

2  .    Authentication and establishment of security association  


Figure 5.4.5.2-1: Establishment of secure layer-2 link over PC5

1.
UE-1 sends a Direct Communication Request message to UE-2 in order to trigger mutual authentication. This message includes the User Info.


If the link is setup for isolated one-to-one communication (none of the UEs is a relay), UE-1 shall indicate in the message whether it can act as a DHCPv4 server, IPv6 router, or both. If UE-1 does not support any of the IP address allocation mechanisms, it shall form or reuse a non-conflicting link-local IPv6 address locally, and include it in the message.

NOTE 1:
The link initiator (UE-1) needs to know the Layer-2 ID of the peer (UE-2) in order to perform step 1. As an example, the link initiator can learn the Layer-2 ID of the peer by executing a discovery procedure first or by having participated in one-to-many ProSe Direct Communication including the peer.

2.
UE-2 initiates the procedure for mutual authentication. The successful completion of the authentication procedure completes the establishment of the secure layer-2 link over PC5. As part of this step, UE-2 includes the User Info in a response to UE-1.


If the link is setup for isolated one-to-one communication (none of the UEs is a relay), UE-2 shall indicate to UE-1 in the response message whether it can act as a DHCPv4 server, IPv6 router, or both. If UE-2 does not support any of the IP address allocation mechanisms and UE-1 included a link-local IPv6 address in step 1, UE-2 shall locally form or reuse a non-conflicting link-local IPv6 address, and include it in the response message.


If both UE-1 and UE-2 selected to use link-local IPv6 address, they shall disable the duplicate address detection defined in RFC 4862 [6].

NOTE 2:
When either UE-1 or UE-2 indicates the support of DHCPv4 or IPv6 router, corresponding address
configuration procedure would be carried out after the establishment of the layer 2 link, and the link-local IPv6 addresses are ignored.

NOTE 3:
In order to use link-local IPv6 addresses the applications using isolated one-to-one ProSe Direct Communication use application layer identifiers that are compatible with Multicast DNS as specified in RFC 6762 [34]. In order to make use of the mDNS, the upper layer need to be aware of the use of link-local address over the L2 link, as the FQDN used for it would be different.
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